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ABSTRACT

This study examines the ethical implications of digital surveillance and censorship. 
The main objective of the study is to assess how these practices affect individual 
privacy, freedom of expression, and the balance between national security and 
personal liberties. The study is premised on utilitarianism theory, which evaluates 
actions based on consequences, aiming to maximize overall societal welfare. The 
research relied on secondary data from scholarly articles, policy documents, 
government reports, and publications from international organizations. These 
sources provided a comprehensive understanding of the prevalence and impact of 
digital surveillance and censorship, particularly their ethical dimensions and 
practical challenges. Data collection involved a systematic review of literature from 
academic journals, case studies from credible organizations, and legal documents 
outlining frameworks for digital surveillance and censorship. The study 
incorporated perspectives from five key stakeholder groups: media professionals, 
policymakers, legal experts, civil society representatives, and government officials. 
The findings revealed critical ethical issues and underscored the need for policies 
that balance national security objectives with the protection of individual rights. The 
study concludes that while these practices are essential for national security, their 
ethical implications must be carefully addressed to maintain societal welfare and 
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uphold human rights. The study recommends implementing robust frameworks that 
enhance transparency, accountability, and public trust while ensuring that digital 
surveillance and censorship do not undermine fundamental democratic principles 
and human rights.

Keywords: Digital Surveillance, Censorship, Media Freedom, National Security, 
Ethical Implications.

INTRODUCTION

 In the 21st century, digital technology has redefined the boundaries 

between privacy, national security, and freedom of expression. As nations 

grapple with threats ranging from terrorism to cybercrime, surveillance and 

censorship have become central tools in state security strategies. At the same 

time, the rise of digital platforms has created unprecedented opportunities for 

public expression and the free flow of information. These two forces state 

surveillance and digital freedom are increasingly at odds, raising urgent 

ethical considerations for media practitioners, policymakers, and citizens 

alike. To understand this tension, it is important to recognize that in today's 

digital environment, personal data has become both a commodity and a tool 

of governance, fundamentally reshaping power dynamics in society. Zuboff 

(2019) describes this phenomenon as the era of “surveillance capitalism,” 

where corporations not only profit from user data but also enable state 

mechanisms of population monitoring. Consequently, governments have 

increasingly adopted technologies such as facial recognition, metadata 

tracking, and AI-driven analytics under the justification of national security. 

However, as Lyon (2022) warns, the unregulated application of these tools 

introduces significant ethical challenges, particularly concerning individual 

privacy, civil liberties, and the erosion of democratic accountability.

This erosion of accountability directly affects the media, whose 

ethical challenges have intensified in the digital age. Press freedom, once 

considered a cornerstone of democracy, is now increasingly undermined by 
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both technological and political pressures. Hintz and Milan (2022) observe 

that journalists and media organizations are particularly susceptible to state 

censorship, digital surveillance, and algorithmic suppression, especially 

within authoritarian and hybrid regimes. Such pressures compromise the 

independence of the press and call into question the very possibility of media 

serving as a democratic watchdog. Building on this concern, surveillance 

also chills journalistic freedom, deters whistleblowers, and fosters self-

censorship. These outcomes weaken the watchdog role of the media and, in 

turn, undermine democratic discourse. As Greenwald (2021) notes, even in 

established democracies, the application of surveillance laws such as the 

U.S. Patriot Act and the UK's Investigatory Powers Act has been widely 

criticized for overreach and lack of transparency. The result is a media 

environment where fear and caution increasingly shape reporting, thereby 

diluting the quality and openness of public debate.

In tandem with surveillance, censorship in the digital age has also 

evolved in both overt and covert forms. These range from outright content 

blocking to subtler techniques such as throttling, shadow banning, and 

algorithmic de-ranking. Such tools, employed not only by governments but 

also by technology companies, manipulate online narratives and silence 

dissenting voices. The ethical dilemma therefore extends to critical questions 

of authority and accountability: who determines what content is acceptable, 

and by what criteria? Deibert (2023) warns that when cloaked in the language 

of security or platform integrity, digital censorship risks becoming an 

insidious and normalized form of societal control. Moreover, the intersection 

between national security and digital media ethics necessitates a rethinking 

of traditional ethical frameworks. Ess (2020) emphasizes that contemporary 

media ethics must address the global, networked nature of digital 

communication and account for the asymmetries of power between states, 

corporations, and individuals. These concerns are particularly acute in the 

Global South, where digital authoritarianism is on the rise, and legal 
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protections for privacy and press freedom remain weak or absent (Freedom 

House, 2023). In such contexts, the stakes of surveillance and censorship are 

even higher, with far-reaching consequences for democratic governance and 

individual rights.

Despite increasing scholarly interest in these issues, a persistent gap 

remains in exploring how ethical principles can guide decision-making when 

balancing surveillance imperatives with media freedoms. This study 

therefore seeks to critically examine the ethical considerations surrounding 

surveillance and censorship in the digital age, with a particular focus on the 

implications for media freedom and national security.

Objectives of the Study

The general objective of the study is to examine the ethical implications of 

digital surveillance and censorship practices in the context of national 

security, and assess their impact on media freedom, democratic governance, 

and individual rights in the digital age. 

The specific objectives are:
1. To examine the ethical considerations surrounding the 

implementation of digital surveillance technologies by state and non-
state actors in the name of national security.

2. To investigate the extent to which digital censorship affects media 
freedom, public discourse, and the right to free expression in 
democratic and non-democratic contexts.

3. To evaluate the transparency and accountability mechanisms 
governing surveillance and censorship practices and democratic 
principles.

Research Questions
1. Are there ethical considerations surrounding the implementation of 

digital surveillance technologies by state and non-state actors in the 
name of national security?
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2. Which digital censorship affects media freedom, public discourse, 
and the right to free expression in democratic and non-democratic 
contexts?

3. What are the transparency and accountability mechanisms governing 
surveillance and censorship practices and democratic principles.

REVIEW OF RELATED LITERATURE

Conceptual Clarification

Surveillance in the Digital Age

 The rise of digital technologies has profoundly reshaped the 

landscape of surveillance, enabling both states and corporations to monitor 

individuals at an unprecedented scale. As Lyon (2018) explains, vast 

amounts of data are now harvested through online activity, social media, and 

smartphone usage ostensibly for national security and commercial 

efficiency. However, these practices raise serious ethical concerns 

surrounding individual privacy, informed consent, and the risk of misuse, 

particularly in the absence of robust oversight. Building on these concerns, 

state surveillance often employs tools such as mass data collection, facial 

recognition, and real-time internet monitoring under the justification of 

maintaining public order and national security. Greenwald's (2014) account 

of Edward Snowden's disclosures revealed the far-reaching scope of such 

programs, underscoring how democratic governments can engage in 

widespread surveillance with limited transparency, thereby threatening civil 

liberties and eroding public trust.

Complementing state practices, corporations have also capitalized 

on surveillance technologies in what Zuboff (2019) terms “surveillance 

capitalism,” where personal data is commodified for targeted advertising, 

behavioural prediction, and user manipulation. This commercial model 

introduces further ethical challenges, especially concerning the asymmetry 

of power between tech companies and users who often lack awareness or 
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control over how their data is used. Taken together, these developments 

illustrate a convergence of state and corporate surveillance that intensifies 

ethical scrutiny across both public and private domains.

Censorship in the Digital Age: An Overview

Digital technologies have fundamentally transformed the 

mechanisms of information control, turning censorship into a dynamic and 

technologically sophisticated process. As Bar-Tura (2020) and Deibert 

(2019) explain, traditional censorship once centered on restricting printed 

materials or regulating broadcast content has evolved into digital strategies 

such as DNS filtering, IP blocking, and deep packet inspection. These 

techniques enable governments to manipulate online discourse and restrict 

politically sensitive content. Nations like China and Iran exemplify this 

transformation, employing state-run digital architectures to enforce 

ideological control. Simultaneously, social media platforms use automated 

moderation systems to enforce their policies, which, as Gillespie (2018) 

notes, can inadvertently suppress legitimate expression. This convergence of 

state power and platform governance, according to Zuboff (2019), is further 

complicated by surveillance capitalism, where user data may be weaponized 

to enable predictive censorship and silence dissent.

Building on these concerns, the institutionalization of digital 

censorship through legal and regulatory frameworks adds another layer of 

complexity. McIntyre (2020) observes that national laws increasingly 

require digital platforms and ISPs to act on content removal requests, often 

under vague or politically driven mandates. Even well-intentioned privacy 

laws like the GDPR can be misused to obscure or remove information. 

Technical controls such as geoblocking and bandwidth throttling, as 

described by Leberknight et al. (2012), further restrict access based on user 

location or behaviour, reinforcing controlled digital environments. The 

cumulative effect of these practices, Roberts (2020) explains, is a climate of 

63

Ebonyi State University Journal of Mass Communication
ISSN: 2449-0369,Vol. 12, Issue 2, pp. 58-77, October, 2025
DOI:10.5281/zenodo.15549026

www.ebsujmc.com



self-censorship, where individuals refrain from voicing dissent due to fear of 

surveillance or algorithmic retribution. These developments raise urgent 

ethical questions about how societies can balance the protection of free 

expression with the demands of security and digital governance in an 

increasingly surveilled world.

Global Historical Overview of Surveillance Practices (Reduced Version)

Surveillance as a mechanism of control dates back to ancient 

civilizations, where it served as both a political and psychological tool. In 

ancient Rome, informants known as delatores were used to report dissenters, 

often rewarded with the confiscated property of the accused, thereby 

embedding surveillance within both legal and social systems (O'Neill, 2019). 

Similarly, Wu (2020) documents how dynastic China institutionalized 

spying networks to enforce loyalty and suppress rebellion, indicating early 

recognition of surveillance as essential to maintaining state authority.

During the Renaissance and early modern era, surveillance practices became 

more structured. Elizabethan England developed a network of informants to 

protect the monarchy (Smith, 2018), while the Catholic Church relied on the 

Inquisition to monitor religious conformity through coercive observation 

(Kamen, 2014). The 19th century introduced more formal surveillance 

institutions: France established the bureaux de renseignements to track 

political unrest (Kalifa, 2021), and Britain's Special Branch was created to 

monitor Irish nationalists (Emsley, 2015). These developments marked the 

evolution from ad hoc monitoring to bureaucratic intelligence systems.

The digital age has significantly expanded the reach of surveillance. 

Cold War-era institutions like the FBI and KGB intensified domestic 

monitoring to preserve ideological control (Weiner, 2012; Knight, 2007). 

Post-9/11, the USA PATRIOT Act further empowered U.S. agencies to 

conduct mass data collection (Greenwald, 2014), a practice later exposed by 

Edward Snowden's revelations about NSA global surveillance (Gellman, 
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2014). In Nigeria, colonial and military regimes institutionalized 

surveillance to suppress opposition (Ogbondah, 1991; Ihonvbere, 1996), a 

trend now reflected in the government's increasing use of digital tools to track 

citizens. Okoro (2020) and Adejumobi (2021) highlight how modern 

surveillance practices in Nigeria often lack transparency and pose serious 

risks to civil liberties, especially in relation to online expression.

Media Freedom and Digital Surveillance

The media plays an indispensable role in democratic societies by 

serving as a conduit between the government and the public, enabling 

informed citizen participation. As Norris and Odugbemi (2020) argue, a 

functional democracy depends on a well-informed electorate that can hold 

leaders accountable, a process largely facilitated by the free flow of accurate 

information through independent media. Through its surveillance function, 

the media monitors power structures, exposing corruption, abuse, and 

inefficiency while ensuring that government institutions remain transparent 

and accountable to the people. Without a free press, citizens would lack the 

necessary tools to make rational decisions at the ballot box, undermining the 

legitimacy and efficacy of democratic governance.

Beyond its watchdog role, the media also functions as a platform for 

public deliberation and debate. In the view of McNair (2018), democratic 

media must provide a pluralistic space where diverse voices including 

minority perspectives can be heard and contested in a civil and informed 

manner. This deliberative role enhances democratic engagement by fostering 

critical thinking, mutual understanding, and consensus-building among 

citizens. Social media and digital platforms have further expanded this role 

by offering accessible avenues for participatory dialogue and grassroots 

mobilization, though they also introduce challenges such as misinformation 

and echo chambers that can undermine constructive discourse (Tucker et al., 
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2018).

However, the media's democratic potential is contingent upon its 

independence, ethical standards, and resilience against state capture, 

commercial influence, and censorship. According to the 2023 World Press 

Freedom Index by Reporters without Borders, media freedom is declining 

globally due to increased political interference, economic pressures, and 

digital surveillance. In many emerging democracies, media outlets face 

systemic threats including harassment of journalists, ownership 

concentration, and restrictive laws that curtail press freedom (UNESCO, 

2022). Thus, for media to fulfill its democratic function, there must be 

institutional safeguards such as legal protections for press freedom, support 

for public interest journalism, and media literacy initiatives that uphold its 

integrity and empower citizens to discern credible information in a complex 

media environment.

National Security and Digital Censorship

The intersection of national security and digital censorship has 

become increasingly prominent in the digital era, where threats such as 

terrorism, cybercrime, and disinformation campaigns have prompted 

governments to justify the regulation of online content. As Deibert (2023) 

points out, digital censorship is often framed by authorities as a necessary 

response to safeguard national integrity, public order, and the security of 

citizens. Governments worldwide implement a variety of content control 

mechanisms ranging from internet shutdowns and website blocking to social 

media restrictions often invoking national security as the rationale. While 

these measures may address legitimate threats, they also raise questions 

about proportionality, transparency, and the risk of political abuse.

The problem, however, lies in how loosely defined national security 

can be exploited to curtail fundamental freedoms. According to the United 

Nations (2022), many regimes have used the pretext of security to suppress 
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dissent, criminalize online criticism, and silence human rights defenders. For 

example, in countries like Iran, Russia, and Myanmar, digital censorship 

policies ostensibly implemented for national protection have become tools 

of authoritarian control. Even in democratic nations, laws such as anti-

terrorism or cybercrime legislation are sometimes used to justify invasive 

surveillance and content regulation. Tufekci (2020) argues that while state 

actors claim to combat extremism or foreign interference, these strategies 

often end up stifling legitimate political expression and reducing the civic 

space needed for democratic engagement.

Moreover, the rise of algorithmic moderation and collaboration 

between governments and tech companies has further complicated the 

ethical terrain of digital censorship. Platforms such as Facebook, YouTube, 

and X (formerly Twitter) are now integral to state-level responses to 

disinformation and extremism. However, as Douek (2021) notes that this 

public-private partnership raises issues of accountability, since content 

takedowns may occur without judicial oversight or public transparency. The 

risk is that under the guise of national security, states may pressure platforms 

to remove politically inconvenient content, leading to a form of privatized 

censorship. Therefore, while national security remains a legitimate concern, 

there is an urgent need for democratic safeguards that ensure digital 

censorship measures are transparent, proportionate, and respectful of 

international human rights standards.

Ethical Considerations

Surveillance in the digital age presents profound ethical challenges, 

particularly in balancing the need for public safety with the protection of civil 

liberties. As Lyon (2023) explains, the ethical dilemma emerges when 

surveillance practices designed to detect threats or enforce security 

undermine individual rights such as privacy, autonomy, and freedom of 

expression. Ethical concerns intensify when surveillance is conducted 
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without consent, legal oversight, or public awareness, leading to potential 

misuse of personal data and discriminatory profiling. Technologies like 

facial recognition, biometric tracking, and predictive policing have raised 

alarms among ethicists and human rights advocates due to their 

disproportionate impact on marginalized populations and their susceptibility 

to algorithmic bias (Friedman & Nissenbaum, 2021). Therefore, ethical 

surveillance must be rooted in principles of necessity, proportionality, and 

human dignity, ensuring that security measures do not erode the very 

freedoms they seek to protect.

Media Ethics and Responsibility

In this context, the role of the media becomes even more critical, as it 

serves not only as a watchdog but also as a moral compass in democratic 

societies. Media organizations bear the ethical responsibility of reporting on 

surveillance practices with accuracy, integrity, and a commitment to the 

public interest. According to Ward (2020), media ethics demand that 

journalists maintain a careful balance between informing the public and 

avoiding harm, particularly when national security is involved. 

Sensationalized or incomplete reporting on surveillance issues can fuel 

public panic, reinforce state narratives, or jeopardize legitimate 

investigations. Conversely, ethical journalism can expose abuses of power, 

promote informed debate, and protect democratic norms. The media's role in 

whistleblower cases such as Edward Snowden's revelations about the NSA 

underscores the importance of responsible reporting in unveiling overreach 

while preserving public trust.

Transparency and Accountability in Surveillance for Public Safety

Transparency and accountability are essential for ensuring that 

surveillance measures genuinely serve public safety without becoming tools 

of oppression. When surveillance programs are implemented in secrecy or 
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without proper oversight, they risk eroding public confidence in both 

governmental institutions and the rule of law. According to De Hert and 

Papakonstantinou (2022), democratic governance requires mechanisms that 

allow citizens to understand, challenge, and appeal surveillance decisions 

that affect their rights. Independent oversight bodies, judicial review, and 

public reporting are vital to maintaining this accountability. Moreover, 

transparency helps differentiate legitimate security practices from politically 

motivated surveillance, thereby strengthening the legitimacy of state actions. 

As digital surveillance becomes more embedded in policing and national 

defense strategies, governments must ensure that safeguards are not only 

codified in law but actively enforced and communicated to the public to 

prevent abuse and build trust.

Theoretical Frameworks

Utilitarianism: Foundations and Moral Framework

Utilitarianism, a consequentialist ethical theory developed by 

Jeremy Bentham and refined by John Stuart Mill, evaluates actions based on 

their outcomes specifically, their ability to maximize collective happiness 

and minimize suffering. As Crisp (2021) notes, the "greatest happiness 

principle" offers a standard for judging moral actions by their contribution to 

overall well-being rather than adherence to fixed duties or rights. This 

perspective remains relevant in contemporary ethical debates, particularly in 

the fields of policymaking and media ethics, where public interest often 

needs to be balanced against individual costs.

In the digital age, utilitarianism provides a valuable framework for 

assessing the ethical dimensions of surveillance and censorship. Tavani 

(2022) explains that by focusing on outcomes, policymakers can weigh the 

benefits of increased national security against the harms of privacy violations 

and civil liberty erosion. While surveillance may deter terrorism or 

cybercrime, it also risks creating a climate of fear and mistrust. Similarly, in 
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media regulation, limiting harmful content like hate speech can promote 

public safety and social cohesion, but must be carefully justified. As Floridi 

(2019) argues, censorship must aim to maximize societal well-being without 

suppressing legitimate dissent. Thus, utilitarianism remains essential in 

ensuring such decisions are ethically grounded in the broader public good.

Methodology

This study employs a historical research design to examine the 

ethical and societal implications of digital surveillance and censorship. The 

historical method is particularly appropriate because it allows for the 

systematic analysis of past and contemporary developments in surveillance 

practices, censorship mechanisms, and their ethical consequences. By 

tracing the evolution of these issues, the study situates current debates within 

a broader historical and theoretical context, offering insights into how past 

experiences shape present challenges.

The research relies primarily on document analysis of secondary 

sources. These include peer-reviewed journals, academic texts, policy 

papers, and institutional reports from credible organizations such as the 

United Nations and Amnesty International. According to Creswell and Poth 

(2018), qualitative approaches such as this are well-suited for exploring 

complex ethical issues, as they facilitate in-depth contextual analysis rather 

than numerical generalization. Historical analysis, therefore, provides both a 

chronological and thematic framework for understanding how surveillance 

and censorship have been justified, resisted, and redefined across different 

periods.

Furthermore, the study draws on scholarly works such as McIntyre 

(2020), which emphasizes the importance of documentation in assessing 

regulatory and ethical environment, particularly in media governance within 

the digital era. Thus, the study examines historical trends in national security 

policies, surveillance laws, and censorship practices, it identifies continuities 
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and shifts in the balance between security imperatives and civil liberties. 

Data interpretation followed a thematic historical analysis, where findings 

were grouped into categories such as ethical concerns, legal justifications, 

and societal impacts. This method allowed for a critical examination of how 

ethical principles have been challenged or reinforced across different 

historical contexts. The synthesis of past and present evidence informed the 

formulation of recommendations aimed at policymakers and media 

practitioners. As De Hert and Papakonstantinou (2022) argue, such 

recommendations must highlight transparency, accountability, and ethical 

oversight to ensure that digital monitoring systems serve the public interest 

without undermining democratic values.

Discussion of Findings

The findings of this study reveal that digital surveillance, while often 

justified under the guise of national security, frequently challenges core 

democratic values such as privacy, freedom of expression, and civil liberties. 

Evidence from international organizations and academic literature confirms 

that many governments implement surveillance measures with minimal 

transparency or judicial oversight, raising ethical concerns about mass data 

collection and user profiling. According to Lyon (2023), such practices often 

blur the line between national protection and authoritarian control, 

particularly in contexts where checks and balances are weak. This tension 

underscores the urgent need for ethical standards that can guide the design 

and implementation of surveillance technologies.

In addition, the study found that censorship practices especially those 

enforced through digital platforms pose significant risks to open discourse 

and public accountability. Automated content moderation, driven by 

platform algorithms, frequently results in the suppression of legitimate 

dissent or minority perspectives. Tufekci (2020) observes that digital 

censorship can unintentionally reinforce dominant political narratives while 
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silencing marginalized voices, especially when decisions are guided by 

opaque algorithms or influenced by state pressure. This dynamic threatens 

the media's role as a democratic watchdog and highlights the need for content 

regulation frameworks that balance harm prevention with the right to 

expression.

Furthermore, the data suggests that a lack of transparency and 

accountability in surveillance governance exacerbates public distrust. 

Citizens are often unaware of the extent of data monitoring, the actors 

involved, or their rights to challenge such practices. De Hert and 

Papakonstantinou (2022) stress that the absence of independent oversight 

and meaningful public engagement erodes legitimacy and can trigger 

societal backlash. Therefore, the study emphasizes the importance of 

institutional safeguards, legal redress mechanisms, and participatory policy-

making to ensure that digital surveillance and censorship align with human 

rights standards and democratic governance.

Conclusion

This study “Surveillance and Censorship in the Digital Age: Ethical 

Considerations for Media and National Security” underscores the complex 

interplay between state security imperatives and fundamental human rights 

in a digitally connected world. While digital surveillance and censorship are 

often implemented to address threats such as terrorism, misinformation, and 

cybercrime, their unchecked application poses significant ethical challenges, 

including violations of privacy, suppression of free expression, and erosion 

of democratic accountability. The findings reveal that without transparency, 

legal safeguards, and ethical oversight, these practices risk undermining the 

very values they seek to protect. Therefore, a balanced approach that 

incorporates human rights principles, public engagement, and institutional 

accountability is essential to ensure that media freedom, individual 

autonomy, and national security can coexist in the digital age.
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Recommendations

Based on the findings of this study, the following recommendations are made 

to address the ethical implications of digital surveillance and censorship in 

the context of media and national security:

i. Governments and tech actors should adopt ethical guidelines that 

ensure digital surveillance is lawful, necessary, and respects 

individual privacy rights.

ii. Legal protections should be strengthened to prevent the misuse of 

digital censorship and to safeguard media freedom and free 

expression online.

iii. Independent oversight bodies should be established to monitor 

surveillance and censorship activities and ensure transparency and 

accountability.
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